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Why Can’t IPsec and NAT Just Get
Along? 

November 27, 2000
By Mike Fratto

Gimme the Good Stuff

Now here is where things get interesting. Let’s look at some cases in which
IPsec and NAT fail. NAT and AH IPsec will fail because,, by definition,
NAT changes the IP addressing of the IP packet. Any change in the IP
packet will be flagged as a violation by AH. Failure also occurs when there
is a NAPT function between the two IPsec endpoints that doesn’t know
how to handle IPsec traffic. 

Likewise, ESP IPsec and NAPT will fail, because in the case of transport
mode, the port numbers are protected by ESP, and any change will be
flagged as a violation.

In tunnel mode ESP, the TCP/UDP headers are not visible and can’t be
used to translate between inside and outside. In this discussion, we are
assuming that there is only one NAT device in the network. If there are
more, they all need to be IPsec-aware to pass traffic properly. Static NAT
and ESP IPsec will work just fine, because only the IP addresses are
translated, regardless of upper-layer protocols. 

Cisco Systems’ Cisco 3060 and its VPN client support remote users
through NAT by encapsulating the IP packet into UDP before hitting the
network. Because the outer UDP and associated IP header aren’t protected
in any way, they pass through NAT devices of all kinds without a problem.
The receiving Cisco 3060 must de-encapsulate the incoming packet and
process it. This works only with the Cisco 3000 line.

There are other proposals in the IETF to standardize the encapsulation of
IPsec in UDP, notably IPsec NAT-Traversal in the Network Working
Group and RSIP (Realm-Specific IP) for end-to-end IPsec in the Network
Address Translators Group. SSH Communications Security is making its
NAT Traversal Toolkit available later this quarter.

What’s Left?
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What’s Left?

So that leaves us with one situation: ESP IPsec with NAPT. There are two
ways that vendors are solving this problem. The simplest way, which
allows only one IPsec VPN to pass through the NAPT, is to associate a
single workstation that is running IKE with all IPsec packets. 

This
method
is
employed
by
vendors
such
as
D-Link
Systems,
Linksys
and
Macsense
Connectivity.
You
can
expect
to
spend
between
$100
and
$200
for
an SME NAPT router.

Any IPsec packets that come into the NAPT device are forwarded by
default to the designated host. This is accomplished because the client
starts the negotiation by sending data to the other end on Port 500. That
process signals the NAPT device to send all IPsec data back. Both ESP and
AH are IP protocols and are assigned protocol Nos. 50 and 51,
respectively. While not the most robust implementation, it does work for
single installations. But what happens in the case where there are multiple
workstations wanting to use IPsec? 

In that case, you should get a product like Nexland’s ISB2LAN or Asante
Technologies’ FriendlyNet 10/100 cable/DSL router, which supports
multiple IPsec clients behind a NAPT device. These more robust products
run between $150 and $250, depending on the features.

To get NAPT to work, we have to rely on the uniqueness of the source port
number to translate between the private and public networks. Thus, we can
negotiate IKE without any special process because IKE is a UDP protocol
using Port 500. 

To pass IPsec traffic between hosts, we need something equally unique,
and we find that in our friend the SPI. Remember, each IPsec SA is
identified by the SPI, the destination IP address and the protocol number.
When IKE is negotiated during VPN setup, the SPIs are being exchanged,
and the NAPT device maps the pair of SPI numbers to the associated VPN
endpoint behind the NAT (see "Translating IPsec").

The only SPI that needs to be mapped to an internal IP address is the
incoming SPI selected by the IPsec client, because the NAPT device needs
to know where to send inbound traffic. Outbound traffic is passed without
a problem, because the IPsec client’s IP address will be changed by the
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NAPT device.

There are some caveats, however. First, this scenario will work only when
the IPsec client behind the NAPT device is initiating the IPsec VPN. If the
IPsec gateway tries to initiate the connection, the NAPT device will block
the negotiation, because it won’t know where to send the UDP packets; it
won’t have a NAPT mapping. For the same reason, you cannot host a Web
server behind a NAPT device without using port redirection, where all
packets bound to a specific inbound port are by default sent to an internal
IP address. Port redirection works only when preconfigured.

Second, for this to work, you will have to configure your IPsec gateway to
negotiate IKE with the NAPT gateway at minimum or any IP address. ESP
uses the SPI, destination IP address and protocol number to look up what
SA an IPsec packet belongs to. Because the IPsec gateway knows the
IPsec client only by the NAPT address, that is the address that will be
used.

Finally, much of IKE authentication is still handled with a preshared
secret, or password, which is associated with an IP address. Therefore, you
have to tell the IPsec gateway to negotiate with the NAPT IP address.
Because remote users often connect via dynamic IP addresses allocated
from their ISPs, nearly all IPsec gateways can associate a shared secret
with an address range.

If I knew, for example, that the NAPT device in translating IPsec would
always come from an IP address on the 192.168.1.0 subnet, I would
configure the IPsec gateway with one shared secret for the entire subnet. I
would then have to configure each IPsec client behind that NAPT device
with the same shared secret. As a result, this is really no different from
how you go about typical IPsec remote access.

Send your comments on this article to Mike Fratto at mfratto@nwc.com. 
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